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By EVGENY KAGANER and EMMANUELLE VAAST

n 2005, a self-described bunch of blog-

gers and social software evangelists at

IBM got together around a wiki and took

their first stab at defining a set of social
media guidelines to provide practical advice
for employeesregarding the use of blogs, wikis
and social networks. Their Social Computing
Guidelines were subsequentlyratified by IBM
management and over the years have been re-
vised and updated in line with each new form
of social media that has emerged.

IBM takes a “no policing” approach to social
media, butinstead encouragesits 400,000 em-
ployees in 170 countries to be a powerful voice
for the company: “Emerging online collabora-
tion platforms are fundamentally changing the
way IBMers work and engage with each other,
clients and partners. IBM is increasingly ex-

ploring how online discourse through social
computing can empower IBMers as global
professionals, innovators and citizens. These
individualinteractions representanew model:
not mass communications, but masses of com-
municators. Therefore, itis verymuchin IBM’s
interest — and, we believe, in each IBMer’s own
- to be aware of and participate in this sphere
ofinformation, interaction andidea exchange.”

IBM’s generous approach contrasts sharp-
ly with that of many other companies, which
tend to regard the ever-expanding list of social
media tools and platforms, such as Facebook,
Twitter and YouTube, as challenges to be over-
comerather than opportunities tobeleveraged.

How can organizations allow employees
full access while keeping the associated risks at
bay? How can firms manage the loss of control
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inherentinlettinganyone voice his or her opin-
iononpotentiallysensitiveissues? What should
be done about the blurred boundaries between
personal and professional interactions? These
are just a few of the questions that have many
managers scratching their heads.

The lack of clear answers is not helped
by the gathering speed at which these social
media forms are emerging and seemingly tak-
ing over. When in doubt, the first, most ob-
vious recourse is simply to fall back on what
youknow. And indeed, thatis what many com-
panies have done, turningto tried-and-trusted
policies formalized in company handbooks as
a means of guiding employees in the use of
these new communication tools.

Othershave notevenstarted toaddressthe
issue.InJanuary 2011, IESE, together with Fu-
ture Workplace, conducted a survey of North
American companies. The results revealed
that half had no social media policies in place
atall.

Of those organizations that do, it would
seem that the majority focus on mitigating
risks, or are nothing more than extensions of
existing communications and human resour-
ces policies. Very few focus on empowering
employees and reaping the full benefits that
social media canbring to the value chain.

This article takes a detailed look at the
types of social media policies that companies

= EXECUTIVE SUMMARY

Firms that have social media
on the radar most often use for-
mal policies to guide their use
in the workplace. This article is
based on a study of 40 compa-
nies from a variety of indus-
tries, sectors and geographies,
analyzing comprehensive policy
documents that cover a wide
range of social media tools and
uses. The authors identify 18
recurring policy themes, which
can be classified into three
general categories: those deal-
ing with risk mitigation; those
providing guidance on various
aspects of social media use;
and those aimed at generating
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business value through social
media.

In analyzing the distribu-
tion and relative importance
of themes, most organizations
appear to adapt existing poli-
cies instead of treating the new
media on their own terms. They
are overwhelmingly focused
on mitigating perceived risks at
the expense of value creation.
Companies must take a more
mindful approach toward social
media, say the authors. They of-
fer advice on creating strategic
policies that will generate value
for employees and customers in
the long term.

Converting Old Policies Into New Value

have in place today. We argue that organiza-
tions need to look beyond policies that focus
primarily on risk aversion, and we offer some
practical advice for how company policies
should evolve to bring sustainable value in
the future.

There is a significant body of research on or-
ganizations that operate in environments
where complexity and risk are the norm, re-
quiring them to develop elaborate processes
to anticipate, prevent or recover from catas-
trophicaccidents or failures. Aircraft carriers,
nuclear power plants, space shuttle missions
and air traffic control units are typical ex-
amples of these so-called “high-reliability or-
ganizations.” The research identifies mindful-
ness as an important organizational attribute
necessary to operate in these environments.

In their paper, “Innovating Mindfully with
Information Technology,” E. Burton Swanson,
of UCLA Anderson School of Management,
and Neil C. Ramiller, of Portland State Univer-
sity, apply this notion of mindfulness to “the
pursuit of IT applications new to an organiza-
tion (and) the emergence of enabling technol-
ogies that are new in their own right.” Social
media would certainly fall into this category.

As“itisimpossible toidentify and develop
contingency plans for every possibility,” the
authors say that mindful organizations need
to be willing to relax formal structures and
transfer authority to stakeholders who have
the most subject matter expertise. Mindful or-
ganizations are more committed toresilience,
they say, favoring adaptation over routine.

Based on our own research, it appears that
most organizations take a rather mindless
approach when it comes to social media. In-
stead of relaxing formal structures, they re-
inforce them. Instead of trusting employees
who are often much better versed in social
media than the managers in charge, they dis-
empower them. They weave a complex web of
rules and regulations aimed at addressing all
known and unknown risks of the new environ-
ment, emphasizing what you can’t do instead
of what you can.

Granted, the stakes arenotas highasthose
of running an aircraft carrier or nuclear power
plant. But ask yourself: Is this really the route
your organization should be taking?
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SOCIALMEDIA:
ARE YOU IN THE
CONVERSATION:?

POLICY AREA

Blurring of personal
and professional realms

EXHIBIT 1

EXAMPLE

~ Converting Old Policies Into New Value

"Regardless of how careful you are in trying to keep them separate, in your online
activity, your professional life and your personal life overlap.”

Advice regarding = “You must make sure you do not disclose or use confidential or proprietary information

misrepresentation & disclosure

or that of any other person or company on any blog.”

Following preestablished rules

“The purpose of this policy is to assure communications in online communities made
on behalf of (our organization) or (our) affiliates are consistent with (our) employee
handbooks and standards for business conduct, policies and applicable laws, including
laws concerning privacy, confidentiality, copyright and trademarks.”

B If uncertain, ask authority = “If you're st|.|I uyry15ure, you might want to discuss it with your manager or legal
representative.

Seek management approval

“All social media sites shall be: (1) approved by the IT director and the requesting
department head; (2) published using approved social networking platforms and tools;
and (3) administered by the IT department’s web team or their designee.”

sense to prevent online social media sites from becoming a distraction at work.”

6 A e e e = “The company encourages all associates to exercise sound judgment and common

Enforcement &

7 disciplinary action

= “(We) reserve the right to monitor, prohibit, restrict, block, suspend, terminate, delete
or discontinue your access to any social media site, at any time, without notice and for
any reason and at our sole discretion.”
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Social Media Policies Today

To understand how company leaders are deal-
ing with social media, we analyzed the social
media governance documents from 40 organ-
izations. The documents were selected froman
online public database, according to the follow-
ing criteria.

First, we were interested in analyzing com-
prehensive policy documents that covered a
wide range of social media tools and uses, in-
stead of those focusing on one particular appli-
cation, such as blogging.

Second, inordertoensureafairlyrepresent-
ative sample, we selected organizations from a
variety of industries, sectors and geographies,
including government agencies, the civil ser-
vice, news media, NGOs, tech and software
companies, military and defense, educational
institutions, health care and telecommunica-
tions, everywhere from Australia to Europe to
the United States.

Our analysis identified 18 recurring
themes, which can be classified into three gen-
eral categories:

= those dealing with risk mitigation (see
Exhibit1).
= those providing guidance on various as-
pects of social media use (see Exhibit 2).
= those aimed at generating business value
through social media (see Exhibit 3).
In analyzing the distribution and relative im-
portance of themes, we stumbled upon an
interesting insight: When it comes to social
media, organizations seem to be overwhelm-
ingly focused on risk mitigation at the expense
of value creation.
Out of the nine themes that were found in
60 percent or more of the policies, four were
related to how organizations can control risks
brought about by social media. The remaining
five were guidance themes - once again, with
a strong emphasis on risk mitigation. Themes
concerning the ability of the organization to
generate business value through social media
were found at the tail end. (See Exhibit 4.)

Controlling Risks

Faced with the need to simultaneously make
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